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The crypto-native corners of the internet were awash with speculation yesterday
regarding the possibility of one of the major AI lab companies discovering a way to
break elliptic-curve cryptography via classical computing methods (the concern
was catalyzed by this X post). This is important because this is part of the
cryptographic infrastructure that, in simple terms, prevents someone from deriving
your private key and stealing your coins. It was previously thought that any
upgrades to public-key cryptography would need to be made in advance of
quantum computing, but those breakthroughs were assumed to be a long(ish) way
off, still gated by a lack of observable progress on the hardware front. The industry
has now become increasingly focused on whether advances coming out of the
labs could produce methods of breaking cryptographic primitives on a much
shorter timeline via existing hardware and software. We have had seemingly
reputable voices on both sides of the debate. Below are some of my thoughts.

Framing the Risk

First off, the advances in mathematics coming out of the frontier labs have been
remarkable. I would not be surprised if government-funded research eventually
becomes a meaningful revenue line for these companies, similar to the way
governments historically financed PhDs and research labs without requiring an
immediate commercial use case. At current valuations, internalizing cutting-edge
research increasingly looks strategically important for these companies.
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If one of these labs had achieved anything close to a practical break of ECDSA
using classical computing, I would expect the information to be handled very
cautiously given the national security and public welfare implications. In other
words, we should not assume that a meaningful breakthrough would immediately
become public.
Blockchains are uniquely exposed to this type of risk because they offer large,
liquid bounties in bearer assets. Once an attacker controls the private key and
moves the assets, recovery is much harder than in a centralized banking system
where transactions can sometimes be reversed or accounts frozen (the upside of a
centralized ledger). Coordinating a remedy across a distributed network is also
inherently more complicated as there are thousands of disparate parties with
differing opinions on the best path forward for the network.

Reasons For Optimism

The upshot, as Justin’s post alluded to yesterday, is that there is no known
classical attack today that can recover a private key on anything close to a
practical timeline. His framing was that something like recovering a private key
within roughly a week using available hardware, such as a large GPU cluster,
would constitute a meaningful break. That was a threshold for what a practical
break might look like, not a description of an attack that has actually been
demonstrated. Even in that scenario, the risk would initially be concentrated in
addresses whose public keys are already exposed, while migration paths to more
hardened schemes could buy the ecosystem time.
There is also something to be said for how adversarial this industry already is.
Crypto networks have spent years sitting behind enormous, immediately
monetizable bounties, creating a constant incentive for hackers and researchers to
break wallets, smart contracts, implementations, and protocols. LLMs have also
been around for several years, and it is reasonable to assume the frontier labs
have had access to more capable internal models than the public. None of that
proves that an undiscovered mathematical shortcut against elliptic curves does not
exist, but it does mean the ecosystem has been subject to unusually intense
adversarial testing for a long time.
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I would also argue that if a meaningful breakthrough existed and was moving
toward practical implementation, there is a decent chance we would see some
evidence leak into markets before an attack actually occurred. As I noted above, it
is unlikely this information would be released to the public for public welfare
reasons, but those who have traversed both crypto and tradfi markets long enough
understand that information finds its way into positioning and charts regardless of
how well protected it is. In other words, confidentiality agreements are not as
airtight as they appear, and I suspect that we would see some signs alluding to a
negative impending catalyst in price action, options positioning, or positioning on
perps. There is no obvious evidence in options skew, implied volatility, or funding
that crypto markets are currently pricing an imminent cryptographic break. That
does not prove one is impossible, but it does provide me with some confidence in
the matter.

Market Context

Near term, the memetic momentum of the idea may matter more than the technical
reality. If the narrative becomes “AI can break crypto,” and that fear spreads
quickly enough, the market can sell off well before anyone knows whether the
underlying concern is actually credible. That is my main concern right now, but
fortunately, I think there are enough credible voices on the “don’t panic” side of the
argument now to think that this could fizzle into a forgotten memory soon.
Further, contrary to what many are thinking, I don’t think today’s washout was
wholly attributable to this AI-driven fear. Broader risk had a tough day, and most of
the damage was concentrated outside BTC. BTC was only down ~50 bps relative
to QQQ. If markets were suddenly pricing a credible near-term break of elliptic-
curve cryptography, I would expect more pronounced weakness in BTC itself.
Bitcoin would face meaningful coordination challenges around an emergency
cryptographic migration given its relative ossification. To me, today looked more
like a continuation of yesterday’s altcoin deleveraging. Recall that altcoin breadth
and leverage had been extended for some time. There were ~$1B in liquidations
over the past 24 hours, and only ~$300M of those came from BTC positions.
Bottom Line: I think the current concern is worth taking seriously, but I am
skeptical that AI has suddenly created an immediate cryptographic crisis for crypto.
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The technical bar still appears high, there is no obvious sign in market positioning
that participants are pricing a known near-term break, and today’s selloff looked
more like a continuation of the altcoin deleveraging already underway. The industry
should certainly accelerate work on hardened cryptography, but for now I view this
more as a longer-term security issue the industry has time to prepare for than a
reason to materially change one’s outlook for the space. The main near-term risk is
probably narrative-driven if the “AI can break crypto” meme spreads faster than the
technical facts can be established, but right now I don’t see conclusive evidence of
that.
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